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CONCEPT

The 9/11 terrorist attacks signalled a seismic shift in global security and the emergence of a fluctuating
multipolar system. Missions in Afghanistan, Iraq, the Gulf of Aden and Libya showed that military endeavours
must be combined with economic, judicial and democratic capacity-building to build sustainable peace.

The digital revolution has yielded both opportunities and challenges, while the global financial crisis shook the
post-war economic system and harmed citizens’ trust in financial and political institutions. The UK’s Brexit vote
and Donald Trump’s victory in the United States presidential election have raised major questions about the
European project, transatlantic relations and the future of NATO.

The connections between security, defence, development and economic, environmental, migration and social
policies are in part reflected in the EU’s new Global Strategy. But strategic thinking, defence and security
budgets, structures and capabilities are yet to be adapted to the 21st-century landscape. Police, border guards,
judicial authorities and the military must find better synergies and common methods to fight against terrorism
and other transnational threats, working hand-in-hand with civil society.

It is urgent that Europe and its global partners move away from the ‘whole of government’ response to a
proactive ‘whole of society’ approach.

Friends of Europe’s work on peace, security and defence is firmly anchored in our expertise in a range of fields,
including energy and climate change, geopolitics, international development, migration and health. We seek a
holistic approach to European, transatlantic and global security policies. Security considerations are, in turn,
mainstreamed into these areas of expertise, enriching the debate by forcing experts to think outside their
comfort zones.

The global security brainstorm

Debating Security Plus is a global online brainstorm that aims to yield concrete recommendations. It builds
on Friends of Europe's experience with other online debates and gathers several thousand participants
around the world. The 2017 event will bring together senior international participants from the military,
government and multilateral institutions along with voices from NGOs and civil society, business and
industry, the media, think tanks and academia.

This year's debate will also draw on Debating Europe’s unrivalled community of 2.5m citizens across Europe
and beyond. Their involvement in our security policy brainstorm will help bridge the gaps between experts
and citizens.

In previous years, our security brainstorms have pulled together up to 4,200 participants, and their
recommendations were fed into the policy thinking that shaped NATQO's Strategic Concept in 2010 and the
EU's Global Strategy in 2016.

The connections between security, defence, economic development and policies on environmental,
migration and social questions are today inescapable. They inform strategic thinking on defence and
security structures and capabilities. Security today is as much about ensuring peace and stability through
promoting the UN's Sustainable Development Goals as it is about improving military capabilities.

From 26—28 September the international security community will for 48 hours debate ideas relating to six
different themes, each introduced by video messages from leading figures of the security and defence
sector. Moderators will steer discussions towards concrete recommendations, and will also highlight
disagreement as well as consensus. In-depth ‘rapid-fire chats’ will be hosted by partner organisations,
allowing participants to zero in on highly specific topics.



PROGRAMME

Start: September 26th 13:00 CEST / 07:00 EST
End: September 28th 13:00 CEST / 07:00 EST

Join the debate as these six topics are discussed in parallel

1. Countering radicalisation and global 4.  Cyber defence and deterrence

terrorism D. Realigning security and development

2. From hybrid to asymmetric warfare Climate change, conflict and mass

3. Nuclear proliferation and other nuclear migration
threats

Join these live chats hosted by our global partners

Consejo Argentino para las Relaciones Inter-  Stockholm International Peace Research In-

nacionales (CARI) stitute (SIPRI)
Casimir Pulaski Foundation Women in International Security (WIIS) Brus-
COMEXI sels

Dialogue of Civilizations Young Professionals in Foreign Policy (YPFP)

Independent Diplomat



DR SAM MAKHUDU GULUBE
Secretary for Defence and Military Veterans,
South Africa

JEFFREY SACHS
Sustainable Development Goals Advocate and
Professor at the Columbia University

STEFANO MANSERVISI

Director General of the European Commission
Directorate General for International
Cooperation and Development (DEVCQO)

MARIETJE SCHAAKE MEP

Member of the European Parliament, Vice-
Chair of the European Parliament Delegation
for relations with the United States

GENERAL DENIS MERCIER
Supreme Allied Commander Transformation at
NATO Allied Command Trannsformation (ACT)

LASSINA ZERBO

Executive Secretary, Comprehensive Nuclear-
Test-Ban Treaty Organization

TRITA PARSI

President, National Iranian American Council
(NIAC)

VIPS INCLUDE

PHUMZILE MLAMBO-NGCUKA (TBC)
Executive Director of UN Women and former
Deputy President of South Africa

JAMIE SHEA
Deputy Assistant Secretary General at NATO

ROB WAINWRIGHT

Director of the European Police Office
(EUROPOL)

KIRSI HENRIKSSON

Head of the European Union EUCAP Sahel
Niger Mission

FABRICE LEGGERI
Executive Director of the European Border
and Coast Guard Agency (FRONTEX)

KUNIO MIKURIYA
Secretary General of the World Customs
Organization

KATHLEEN H. HICKS

Senior Vice President and Henry A. Kissinger
Chair; Director of the international security
programme at the Center for Strategic and
International Studies (CSIS), Washington



OLIVIER NEOLA
Deputy Head of the European Union EUCAP
Sahel Niger Mission

KOEN DOENS

Director for East and Southern Africa, and
ACP coordination at the European
Commission, Directorate General for
International Cooperation and Development
(DEVCO)

ANA GOMES MEP
Member of the European Parliament;

Committe on Civil Liberties, Justice and Home

Affairs, and Subcommittee on Security and
Defence.

MARIA-CRISTINA STEPANESCU
Head of Mission of the European Union
EUCAP Somalia Mission

PATRICK COSTELLO

Head of Division for Egypt, Syria, Lebanon,
Jordan at the European External Action
Service (EEAS)

VIPS INCLUDE

MARY FITZGERALD
Journalist, Libyan Analyst and Specialist, and
‘40 under 40’ European Young Leader

CAMILLE GRAND (TBC)
Assistant Secretary General for Defence
Investment at NATO

ALISON AUGUST-TREPPEL

Executive Secretary of the Inter-American
Committee Against Terrorism (CICTE) at the
Organisation of American States

PEKKA HAAVISTO

President of the European Institute of Peace
and Member of the Finnish Parliament

PAUL CARROLL
Director of Programmes at the Ploughshares
Fund

PROFESSOR SOLANGE GHERNAQUTI
Director—Swiss Cybersecurity Advisory and
Research Group



THEMES

1. COUNTERING RADICALISATION AND GLOBAL TERRORISM
Moderated by Hedayah (UAE)

Countering the growth of global terrorism is as much about coordinating intelligence-sharing and
combatting arms trafficking or money laundering as it is about fighting terrorist strongholds in the Middle
East, Africa or the Indian sub-continent. Strengthening 'smart borders' systems, for instance in the EU,
and promoting good governance are also important priorities.

The idea of a global "roadmap" to eradicate terrorist networks will be discussed, as will the root causes
and drivers of terrorism. Is a common view of urgent priorities emerging, and how well are police, military
and judicial authorities progressing with the exchanging of best practices and sharing these with
international bodies and NGOs? Is there any consensus on how best to fund counter-terrorism, and has a
more 'whole-of-society' approach to terrorism begun to trickle down to operational levels?

2. FROM HYBRID TO ASYMMETRIC WARFARE

Moderated by Gateway House (India)

The limitations of conventional military power when arrayed against IS forces in Syria have become
increasingly plain. The case urged for some time by counter-insurgency experts for far-reaching reviews
of both tactics and strategies when intervening is gaining ground.

At the same time, it's evident that the nature of low-level security threats is increasingly heterogeneous.
The hybrid tactics deployed in Ukraine - and alleged instances of Russian disinformation and even cyber
warfare - are very different to asymmetric on-the-ground conditions in, say, Syria or Mali.

What sort of re-think is needed, and by whom? Is a new approach by international organisations under
way? How should approaches be coordinated, for instance those of NATO and the EU, where the
connections with civil society and community policing are much stronger? What lessons can be learned
from low-intensity conflicts and guerrilla warfare situations from around the world?

Should both military and civil policymakers be thinking in terms of a new security doctrine that would
help societies to adapt to the changing threats of the 21st century? Might a far-reaching review of
responses to hybrid and asymmetric challenges help governments to reassess their funding of security
mechanisms and new capabilities?

The most difficult question of all may prove to be balancing citizens' privacy rights and freedoms with the
need by relevant authorities for access to digital technologies that offer improved surveillance and
intelligence gathering.



THEMES

3. Nuclear proliferation and other nuclear threats

Moderated by the Fondation pour la Recherche Stratégique (France)

The nuclear nightmare of MAD (Mutually Assured Destruction) that dominated and defined the Cold War
years is being reincarnated in a variety of guises. How should policymakers be tackling and defusing the
threat of proliferation of nuclear weapons?

At the geopolitical level, question marks hang over the durability of the 2015 deal with Iran to de-militarise
its nuclear programme, and over North Korea's missile tests and intentions. Almost a quarter-century has
passed since the START Il (Strategic Arms Limitation Treaty) was signed by the U.S. and Russia, but a
global agreement on the reining in of nuclear weapons development remains elusive. What sort of initiative
could address this deteriorating situation?

Within Europe, how should the international community view Brexit and the withdrawal from the EU of one
of its two nuclear powers? Will France's new status as the sole EU country with nuclear armaments be
significant, and what are the implications for the UK itself as its political leaders continue to debate the
value of an expensive modernisation of its Trident nuclear-armed submarines?

4. Cyber defence and deterrence
Moderated by the Global cyber alliance (USA/UK)

Robotics, 'Big Data', artificial intelligence (Al), automation and virtual reality promise huge change and a
wealth of opportunities for the global economy. But they bring with them vulnerability. Cyber-defence is
shaping to be the major concern of policymakers, across the public and private sectors, as they study
the defences needed to protect society against attack.

Cyber defences have been strengthened greatly in recent years. Although cybercrime is a serious
problem, major corporations and financial institutions have erected effective safeguards against the theft
and abuse of data as well as funds. The major unresolved problem, however, is how to protect the
millions of small and medium-sized enterprises (SMEs) that are the backbone of all national economies.
In addition, protecting critical infrastructure such as nuclear installations, energy grids or urban transport
systems, from cyber-attack remains an issue for the public as well as the private sector. Are
policymakers, police and military officials keeping pace with developing threats, and how far are current
public-private partnership models vyielding results? Once again, striking the correct balance between
security and personal freedoms is of key importance.

There is still far too little international agreement on assessing common cyber threats, and the defences
there should be against them. Countering cyber-attacks that can be classified as military offensives is a
high priority for security services, but their task is greatly complicated by the fact that cyber technology is
generally dual-use, as relevant to civil society as it is to national defence. Can a line be drawn between
military and civilian cyber defences when so much of the advanced expertise is in private sector hands?

What might a truly global pact on cyber issues look like, and given the years it has already been under
discussion, how feasible and likely is one? Or are national defences beginning to create a degree of
resilience against cyber threats that makes ponderous international agreements redundant against such
fast-developing technologies?
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5. Realigning security and development

Moderated by the Centre for Democracy and Development (Nigeria)

The likelihood of continuing, and quite possibly worsening, insecurity in Europe's southern
neighbourhood is raising important questions about the link between economic development assistance
and improved security.

The instability throughout the Middle East that was exacerbated by the Arab Spring in 2011 is matched
by fears that Africa also poses a growing security threat. Although many African countries' economic
growth rates have of late outstripped those of Asia's 'tigers', the implications of the continent's
population explosion are a major concern.

Should global economic development policies be realigned with security thinking? As well as improving
governments' defences against organised crime and corruption, should there be more support for military
structures and capabilities, and with what implications for civilian oversight? How should regional
organisations, for instance in Africa or South America, improve their cooperation with partners like the EU
and the United Nations?

6. Climate change, conflict and mass migration
Moderated by the American Security Project (USA)

The impact of climate change on delicate eco-systems that support subsistence farming is now a matter
of record. On present trends, the next few years will see humanitarian crises on a scale that will threaten
peace and stability.

The outlook for the COP21 global agreement of late 2015 is uncertain, but even if its disciplines are
observed the trend towards warming of the planet's most vulnerable regions will be hard to reverse.
What, therefore, is the long- range planning of the international security community?

An agenda for strengthening responses to climate-induced natural catastrophes is clearly an urgent
priority. What sort of emergency capabilities will be needed, and what are the lessons to be learned from
mass migrations so far?

Civil-military cooperation has been controversial for some time, with NGOs and the military often at
loggerheads over ethical considerations as well as practical matters. But the need for enhanced civil-
military cooperation is being emphasised by expectated and declared famine and mass movements of
people away from arid lands. Just as the EU originally led the way towards global policy solutions on the
environment, could an EU initiative for handling the effects of climate change be a global game changer?
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